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Abstract

Language runtimesystemsare increasinglybeingem-
beddedin systemsto supportruntimeextensibilityvia mo-
bile code. Such systemsraisea numberof concernswhen
the coderunning in such systemsis potentiallybuggy or
untrusted.Whilesophisticatedaccesscontrols havebeen
designedfor mobilecodeandareshippingaspart of com-
mercial systemssuch asJava,there is no supportfor ter-
minatingmobilecodeshortof terminatingtheentire lan-
guageruntime. Thispaperpresentsa conceptcalled“soft
termination” which canbeappliedto virtually anymobile
codesystem.Softterminationallowsmobilecodethreads
to be safelyterminatedwhile preservingthe stability of
the language runtime. In addition, function bodiescan
bepermanentlydisabled,thwartingattackspredicatedon
systemthreadseventuallycalling untrustedfunctions.We
presenta formaldesignfor softterminationandanimple-
mentationof it for Java,built usingJavabytecoderewrit-
ing, and demonstrating reasonableperformance(3-25%
slowdownson benchmarks).

1. Intr oduction

In recentyears,many systemshave turnedto language
runtimesystemsfor enforcementof security. Language-
basedenforcementof securitywas popularizedby Java
andtheJavaVirtual Machine(JVM), whichwereadopted
by Netscapefor its Navigator 2.0 browserin 1995. Java
promisedan environmentwhereuntrustedandmalicious
code(hereaftercalleda“codelet”1) couldrunsafelyinside
the Web browser, enhancingthe user’s Web experience
without jeopardizingthe user’s security. Ratherthanus-
ing kernel-basedprotection,theJVM wouldruninsidethe
sameaddressspaceasthe browser, providing protection

1The term“codelet” is alsousedin artificial intelligence,numerical
processing,XML tag processing,and PDA software, all with slightly
differentmeanings.Whenwesay“codelet,” wereferto asmallprogram
meantto beexecutedin conjunctionwith or asaninternalcomponentof
a largerprogram.

andseparationasa side-effect of enforcingits type sys-
tem. A combinationof staticanddynamictypechecking
would serve to prevent a maliciouscodeletfrom forging
a referenceto an arbitrarymemorylocationandsubvert-
ing thesystem.In additionto its applicationswithin Web
browsers,codeletshavealsobeentoutedfor OSkernelex-
tensions,active networking, extensibledatabases,agent-
basednegotiatingsystems,andpresumablyotherproblem
domains.

Thepromiseof Javamaybeattractive,but a largenum-
ber of securityflaws have beendiscoveredin Java since
its release[10, 24]. Significantstrideshave beenmade
at understandingthetypesystem[1, 27, 11, 12, 8, 9] and
protectingtheJavasystemclassesfrom beingmanipulated
into violating security[30, 31, 18, 13, 14], but efforts to
controlresourceexhaustionhavelaggedbehind.A simple
infinite loop will still freezethelatestWebbrowsers.The
most successfulsystemsto dateeither run the JVMs in
separateprocessesor machines[23, 26], surrenderingany
performancebenefitsfrom runningtheJVM togetherwith
its hostapplication,or createaprocess-likeabstractionin-
side the JVM [4, 28, 20, 5]. Theseprocessabstractions
eithercomplicatememorysharingor make it completely
impossible.

This paper describesa new languageruntime-based
mechanismcalledsoft termination. While it is not spe-
cific to Java, soft terminationcan be deployed on Java,
andwe presenta Java-basedimplementation.Soft termi-
nationis intendedto be invokedeitherby an administra-
tor or by a systemresourcemonitorwhich hasconcluded
thata codeletis exceedingits allottedresourcesandmay
no longer be allowed to run. Soft terminationprovides
semanticssimilar to the UNIX ps andkill commands
while preservingsystemintegrity aftertermination,yetre-
quiresneitherprocess-like structuresnor limits on mem-
ory sharing.Our implementationof soft terminationis de-
fined asa code-to-codetransformation,andis thusmore
easilyportableacrosslanguagesandimplementationsof
the samelanguage.Soft terminationsupportstwo kinds
of programtermination:safethreadterminationandsafe



codedisabling. Safethreadterminationmust deal with
caseswherethe target threadis currentlyexecutingcriti-
cal systemcodethat may not necessarilybe designedto
respondto anasynchronoussignal.Safecodeletdisabling
must deal with caseswhere future threadsmay invoke
functionsof the disabledcodelet,yet the codeletshould
not beableto “hijack” thethreadandcontinueexecution.

In the following sections,we discussthe conceptof
soft termination,and presentour implementation. Sec-
tion 2 discusseshow prior work hasaddressedthesecon-
cerns.Section3 formalizesanddescribeswhatwe mean
by termination.Section4 describesourJava-basedimple-
mentationof soft termination,andmentionsa numberof
Java-specificissuesthatwe encountered.We presentper-
formancemeasurementsin section5. Finally, section6
describessomeexperiencewith usingsoft terminationin
real-world situations.

2. Relatedwork

Systemssuch as Smalltalk, Pilot, Cedar, Lisp Ma-
chines,and Oberonhave taken advantageof language-
basedmechanismsto provide OS-like services.Perhaps
as early as the BurroughsB5000 seriescomputers,lan-
guagebasedmechanismswereusedfor securitypurposes.
More recently, language-basedenforcementof security
waspopularizedby Java,originally deployedby Netscape
for its Navigator2.0browserin 1995to run untrustedap-
plets.

However, thesesystemsprovide little or no supportfor
resourcemanagementon theprogramsthey run. A num-
ber of projectshave beendevelopedto addressthis. A
recentSchemesystemcalledMrEd [17] supportsthread
terminationandmanagementof resourceslike openfiles
but hasno way of disablingcodefrom runningin future
threads. Somesystems,suchas PLAN [21], restrict the
languageto guaranteethat programswill terminate. In
general,many languagesystemssupportinteractive de-
bugging,which includestheability to interrupta running
programandinspectits state.Thiscanbeperformedwith
operating-systemservicesor by generatinginline codeto
respondto anexternaldebugger.

Much of the recentresearchin this areahasbeenfo-
cusedon the Java programminglanguage. PERC[25],
for instance,is a Java-derivedlanguagethatextendsJava
to supportasynchronousexceptions.A programmermay
specifyblockswith provablelimits on their runtimeand
asynchronousexceptionsaredeferreduntil theblockcom-
pletesexecution.

J-Kernel [20] is a systemfor managingmultiple Java
codeletsrunning in the sameJVM. It is written entirely
in Java, giving it the advantageof working with multi-
ple JVMs with minimal adjustment.It is implementedas
a transformationon Java bytecodeas the bytecodesare

loadedby the system. J-Kernel isolatesthreadsto run
within specificcodelets;cross-domaincallsaresupported
via messagepassingfrom onecodeletthreadto another
or to thesystem.By isolatingthreadsto their codelets,it
becomessafeto arbitrarily deschedulea thread.

JRes[7] is a resourcemanagementsystemfor Java.
Bytecoderewriting is usedto instrumentmemoryalloca-
tion andobjectfinalizationin orderto maintaina detailed
accountingof memoryusage.Again, terminationis men-
tioned,but nosignificantdetailsareprovided.

KaffeOS[2, 3] providesanexplicit process-likeabstrac-
tion for Javacodelets.KaffeOSis implementedasaheav-
ily customizedJVM with significantchangesto the un-
derlying languageruntime systemand systemlibraries.
Codeterminationis supportedin the samemanneras a
traditional operatingsystem: usercodeletsare strongly
separatedfrom the kernelby running in separateheaps.
Memory referencesacrossheapsare heavily restricted.
Bernadatet. al. [5] andvan Doorn [29] describesimilar
systemsthat customizea JVM in orderto supportbetter
memoryaccountand security. van Doorn takes advan-
tageof lightweight mechanismsprovidedby an underly-
ing micro-kernel.KaffeOSprovidesastyleof termination
we call hard termination(seesection3.2). It’s not clear
how terminationis supportedin theothersystems.

3. Systemdesign

A large spaceof possibledesignsexist for supporting
terminationin languageruntimes. We first considerthe
näıve solutionsandexplain the hardproblemsraisedby
their failings.Wethendiscusshow operatingsystemsper-
form terminationandfinally, describeour own system.

3.1.Näıve termination

One näıve solution to terminationwould be to iden-
tify undesiredthreadsandsimply remove themfrom the
threadscheduler. This techniqueis usedby Java’s depre-
catedThread.destroy() operation2. Unfortunately,
therearenumerousreasonsthis cannotwork in practice.

Critical sections A threadmaybein a critical sectionof
systemcode,holdinga lock, andupdatinga system
datastructure.Deschedulingthethreadwould either
leave the systemin a deadlocksituation(if the lock
is not released)or leave thesystemdatastructuresin
anundefinedstate,potentiallydestabilizingtheentire
system(if thelock is forcibly released).

Boundary-crossingthr eads In an object-orientedsys-
tem,a programwishing to inspector manipulatean

2see http://java.sun.com/products/jdk/1.2/docs/
guide/misc/threadPrimitiveDeprecation.html



objectinvokesmethodson thatobject. Whenmem-
ory sharingis unrestrictedbetweenthesystemandits
codeletsor amongthe codelets,thesemethodinvo-
cationscould allow a maliciouscodeletto “hijack”
the threadfrom its caller andperhapsnever release
it. This is especiallya concernif the threadin ques-
tion is performingsystemfunctions,suchasfinaliz-
ing deadobjectsprior to garbagecollection.

Blocking calls Thelanguageruntimesystemhassupport
for makingnative OSsystemcalls. A threadshould
not be descheduledwhile it is blockingon a system
call suchasanI/O call.

Anothernäıve solutionis to forceanasynchronousex-
ception,asdoneby Java’s deprecatedThread.stop()
operation. While this exception will wait for blocking
calls to complete,it may still occurinsidea critical sec-
tion of systemcode.In addition,blockingcallscouldpo-
tentiallyneverreturn,resultingin anon-terminablethread.
Finally, aworkaroundis neededto preventuser-level code
from catchingtheexception.

3.2. Hard termination

Operatingsystemslike Unix support terminationby
carefully separatingthe kernel from the user program.
Whena processis executingin userspace,the kernel is
free to immediatelydescheduleall user threadsand re-
claim theresourcesin use.

If the processis executing in the kernel, termination
is normally delayed;a flag is checked when the kernel
is about to return control to the userprocess. In cases
wherethekernelmayperformanoperationthatcouldpo-
tentially block forever (e.g., readingfrom the network),
thekernelmayimplementadditionallogic to interruptthe
systemcall. Othersystemcalls, thosethat completein a
guaranteedfinite time, neednot checkwhethertheir user
processhasbeenterminated,asthekernelwill handlethe
terminationsignalon theway out. We call sucha mecha-
nisma hard terminationsystembecauseoncetermination
is signaled,user-level codemay be terminatedimmedi-
atelywith noharmfulside-effects.

3.3. Soft termination

Unlike a traditionaloperatingsystem,theboundarybe-
tween user and systemcode in a languageruntime is
harderto define.While all codewithin thesystemis gen-
erally taggedwith its protectiondomain,thereis nothing
analogousto a systemcall boundarywheretermination
signalscanbe enforced. Furthermore,becausea thread
could easily cross from user to systemcode and back
many times, theremay never be a correcttime at which
it becomessafeto terminatea thread.

Thissectionintroducesadesignwecall softtermination
anddescribesthepropertieswe would find desirable.We
presentan implementationof soft terminationbasedon
coderewriting for asimplifiedlanguageandprovethatall
programswill terminatewhensignaledto do so.

3.3.1. Key ideas:Soft terminationis basedon the idea
that a codeletmay be instrumentedto checkfor a termi-
nationconditionduringthenormalcourseof its operation.
Ourgoalis to performthesechecksasinfrequentlyasnec-
essary— only enoughto ensurethat a codeletmay not
executean infinite loop. Furthermore,aswith the Unix
kernel,we would like the terminationof a codeletto not
disturbany systemcodeit may be usingat the time it is
terminated,thuspreservingsystemcorrectness.

The soft termination checks are analogousto safe
points, which areusedin languageenvironmentsto insert
checksfor implementingstackoverflow detection,pre-
emptive multitasking, inter-processand inter-task com-
munication,barrier synchronization,garbagecollection
systems,anddebuggingfunctions.A morecompletedis-
cussionis provided in Feeley [15]. In Feeley’s terminol-
ogy, our implementationuses“minimal polling.”

3.3.2.Formal design:For our analysis,we begin with a
simple programminglanguagehaving methodsor func-
tions,conditionalexpressions,andsimpleexceptions(see
figures1 and2). In our language,a programis a collec-
tion of function definitionsfollowed by an expressionto
be evaluated.A function body containsfunction/method
callsaswell asprimitiveoperations,conditionals,andex-
ceptions.A

�
CheckTermination � expressionis assumed

to return a booleanvalue, indicating whether termina-
tion for thecurrentcodelethasbeenexternally(andasyn-
chronously)requested.Wewrite thesemanticsof our lan-
guageusingthesamestyleasFelleisenandHieb [16].

Thesoft terminationtransformation,� , is describedin
figure 3. Rule 4 of this transformationinsertsthe check
for terminationbefore every function invocation. The
otherrulesdescribehow thetransformationcontinuesre-
cursively on expressions.

Proving that a transformedprogramterminatesin a fi-
nite time, given that

�
CheckTermination � returnstrue,

is a straightforward exercise. First, we state without
proof thatour languagesemanticsareconsistentandwell-
formedandthatthereareno collisionsor unboundnames
in the name-space(i.e., every referenceto a function or
variablecanbeboundto a singledefinition).

Next, we start with all possibleexpressionsM from
figure 1. After applying � to M, and assuming
CheckTermination is true,we wish to show theprogram
entersa “locked” state,whereterminationis guaranteed.



P � Γ M
Γ � D ����� D
D � �

define
�
f x ������� M �

M � �
f M �������
	 � if M M M ��	 � let

�
x M ������� M �
	 � try M M ��	 � thr ow �
	 V

V � x 	 true 	 false 	 c
E � [] 	 � f V ����� E M �������
	 � if E M M �
	 � try E M �
	 � let

�
x V ������� � x E � � x M ������� M �

final states � V 	 error

Figure1. Simplelanguageusedfor ouranalysis.

E � � f V ������������ E �V0 � if f � built-in primitives
E � � f V ������������ error if f �� built-in primitives��

f V ����� � is undefined� or�
define

�
f x ������� M �
�� Γ

E � � f V ������������ E ���V ����� /x ����� � M � if
�
define

�
f x ������� M ��� Γ

E � � if true M1 M2 ������ E �M1 �
E � � if falseM1 M2 ������ E �M2 �

E � � if V M1 M2 ������ error if V �� true� false
E � � try V M ������ E �V �

E � � let
�
x V ������� M ������ E ���V ����� / x ����� � M �

E � � f V ����� � thr ow � M ������������ E � � thr ow ���
E � � if � thr ow � M1 M2 ������ E � � thr ow ���

E � � try � thr ow � M ������ E �M �
E � � thr ow ������ error

E � � let
�
x V ������� � x � thr ow ��� � xM ������� M ������ E � � thr ow ���

eval
�
Γ � M � �

�
V if Γ � M �� � V
error if Γ � M �� � error

Figure2. An operationalsemanticsfor our language.

(1) !#" "Γ M $ $ % !#" "Γ $ $&!#" "M $ $
(2) !#" "D '�'�' D $ $ % !#" "D $ $(')'�' !#" "D $ $
(3) !#" " * define * f x '�'�' + M +,$ $-% * define * f x '�'�' +�!." "M $ $/+
(4) !#" " * f M '�')' +0$ $ % * let * t !#" "M $ $/+
'�'�'1* if * CheckTermination +2* thr ow +3* f t '�'�' +�+�+
(5) !#" " * if M M M +,$ $ % * if !#" "M $ $&!." "M $ $�!#" "M $ $/+
(6) !#" " * try M M +,$ $ % * try !#" "M $ $&!." "M $ $/+
(7) !#" " * thr ow +,$ $ % * thr ow +
(8) !#" " * let * xM +
'�'�' M +,$ $ % * let * x !#" "M $ $�+
'�'�' !#" "M $ $/+
(9) !#" "V $ $ % V

Figure3. Thesoft terminationtransformation.



P � Γ M
Γ � D ����� D
L � system 	 codelet
D � �

define L
�
f x ������� M ��	�

define blocking
�
fblocking x ������� fnonblocking M �

M � �
f M �������
	 � if M M M ��	 � let

�
x M ������� M �
	 � try M M ��	 � thr ow �
	 V

V � x 	 true 	 false 	 c
E � [] 	 � f V ����� E M �������
	 � if E M M �
	 � try E M �
	 � let

�
x V ������� � x E � � x M ������� M �

final states � V 	 error

Figure4. An extendedlanguagefor analysisdistinguishingcodeletsfrom systemcode.

(1) !#" "Γ M $ $ % !#" "Γ $ $�! codelet" "M $ $
(2) !#" "D ')'�' D $ $ % !#" "D $ $('�')' !#" "D $ $
(3a) !#" " * define codelet * f x ')'�' + M +,$ $ % * define * f x '�'�' +4! codelet" "M $ $�+
(3b) !#" " * define system * f x '�')' + M +,$ $ % * define * f x '�'�' +4! system" "M $ $�+
(3c) !#" " * define blocking * fblocking x '�'�' +5% * define * fwrapper x '�')' +

fnonblocking M +,$ $ * let * b 6 t * fnonblocking x '�')' +�+* if b t * if * CheckTermination +3* thr ow +3* fblocking x '�'�' +�+�+7+�+* define * fblocking x '�'�' + M +
(4a) ! codelet" " * f M '�'�' +,$ $ % * let * t ! codelet" "M $ $/+�')'�'* if * CheckTermination +8* thr ow +3* !#" " f $ $ t ')'�' +�+9+
(4b) ! system" " * f M '�'�' +,$ $ % * !." " f $ $&! system" "M $ $(')'�' +
(5a) !#" " fblocking$ $ % fwrapper if * define blocking * fblocking '�')' + fnonblocking '�'�' +�: Γ
(5b) !#" " f $ $ % f otherwise
(6a) ! codelet" " * if M M M +0$ $ % * if ! codelet" "M $ $&! codelet" "M $ $&! codelet" "M $ $/+
(6b) ! system" " * if M M M +,$ $ % * if ! system" "M $ $�! system" "M $ $&! system" "M $ $/+'�'�'

Figure5. Thesoft terminationtransformationwith codeletsandblockingcalls.
Note thedomainof this transformationis in languageof figure1 with a smallextensionto allow multiple returnvalues.
Thesemanticsof figure2 apply.



We call this Mlock.

Mlock � �
let
�
t Mlock ������� �

a��
if
�
CheckTermination ��

thr ow � � f t �������(���
	�
if
�
CheckTermination � �

b��
thr ow � � f V ����� �;�
	�

if true
�
thr ow � � f V ����� �;�
	 � c��

if Mlock Mlock Mlock �
	 �
d ��

let
�
x Mlock ������� Mlock �
	 �

e��
try Mlock Mlock �
	 �

f ��
thr ow �
	 �

g�
V

�
h�

To prove termination, we must show that, once�
CheckTermination � returnstrue, Mlock is closedunder

programstepping,andthatthesyntacticlengthof thepro-
gramwill bestrictly decreasing.

Closuremay be statedas follows: if M �� M < , and
M � Mlock, thenM < � Mlock. By inspection,for all pos-
sibleexpressionsin Mlock, we observe thatour semantics
preservesclosure.

Thesyntacticlengthpropertymaybestatedasfollows:
startingwith an initial expressionM0 � Mlock, we wish
to prove that = M � M < whereM0 �� � M �� M : 	M <>	@?A	M 	 .
For cases

�
d � through

�
h� , the relevant semanticrulesin

figure 2 clearly guarantee	M <)	7?B	M 	 . Likewise, while�
CheckTermination � is true,

�
a�
�� � � b�
�� � c�
�� � g� ,

reducingtheprogram’ssyntacticlengthon eachstep.
When a program is executing when�

CheckTermination � is initially false and be-
comes true at an arbitrary time, the expressionbeing
evaluatedmay not be in Mlock. The casewhere this
matters is when termination is requestedjust after
stepping case

�
b� . �

b� would step outside Mlock:�
b�
�� � if false

�
thr ow � � f V ������������ � f V �������
�� b< .

The final step to b< expands the program’s syntactic
length.However, it alsobringstheprogrambackto Mlock

as the body of f was subjectto the � transformation.
Thereafter, theprogramlengthwill bestrictly decreasing
and the programwill clearly terminatewhen 	M <>	7� 1
(i.e., a valueor error).

Codelet, system,and blocking code Terminationbe-
comestrickier when blocking calls are introducedand
whenwe distinguishbetweencodeletandsystemcode.
Figure 4 introducesan extensionto our little language
wherefunctionsarelabeledasto theorigin of their code,
andwhetheror not they block. Theblocking labelwould
normallybeappliedto systemfunctionsknown to block,
such as I/O operations. By convention, every block-
ing function fblocking is defined to have some roughly
equivalent fnonblocking which returnsa tuple containinga
booleananda value. The booleanindicateswhetherthe

call succeededandif so, the valueis the result. Polling
fnonblocking is intendedto be semanticallyequivalent to
calling fblocking.

Thetransformationin figure5 ismorecomplex thanthat
of figure3 soit bearssomeexplanation.

Rules 3a through 3c describethe transformationon
functiondefinitions.Rules3aand3bsaythatsystemcode
and codeletshave separatetransformations,� systemand
� codelet, respectively. Rule 3c saysa non-blockingwrap-
peris createdfor everyblockingfunction. In thiscase,the
wrapperinvokes the non-blockingcall equivalent to the
original. If thecall succeeds,the valueis returned.Oth-
erwise,the wrapperpolls to seeif terminationhasbeen
indicatedandthrowsanexceptionif it has.Otherwise,the
non-blockingcall is recursively polledagain. Whensoft
terminationis implementedin a concretelanguage,other
mechanismsmaybeavailableto createthesewrappers.

Rules4a and4b describehow function calls arehan-
dled for � systemand � codelet. For codelets,the termina-
tion checksare added,just as in figure 3. For system
code,no terminationchecksareadded. The purposeof
this is to avoid destabilizingsystemcode.Whentermina-
tion is desired,it will only changethecontrolflow of the
codelet,not thesystem.If systemcodemakesanup-call
to a codelet,it becomespossiblefor a terminatedcodelet
to throw an exception. Systemcodewould be responsi-
ble for catchingthis exceptionandproceedingappropri-
ately. In a mobile codeenvironment,wherecodeletsare
untrusted,systemcodemustalreadybepreparedfor such
up-callsto throw exceptions,but systemcodenow need
not beconcernedwith asynchronoustermination.

Rules5a and5b describehow blocking function calls
are replacedwith calls to their non-blockingwrappers.
The remainderof the rulesdescribehow the transforma-
tion continuesrecursively onexpressions.

Despitethe domain of the transformationin figure 5
beingwithin the languageof figures1 and2, we canno
longerprove termination;systemcodemay have infinite
loops. It is now the programmer’s responsibilityto label
all codethatmaypotentiallyhave suchinfinite loopsand
provide somekind of non-blockingwrappers.It’s impor-
tantto pointout thataprogramconsistingstrictly of func-
tions labeled� codelet will be transformedto preciselythe
sameresultasif it werewritten in the simplerlanguage,
and thus can be terminated. When control flow is exe-
cuting in a systemfunction, the terminationcheckswill
be deferred.Whencontrol flow is executingin a codelet
function,terminationwill happennormally. This alsoad-
dressesthetheboundary-crossingthreadconcern(seesec-
tion 3.1): if systemcodecalls a function within a termi-
natedcodelet,that function will be guaranteedto termi-
natein a finite time, andthusa systemthreadcannotbe
“hijacked.”



4. Java implementation

In an effort to understandthe practicalissuesinvolved
with soft termination,we implementedit for Java as a
transformationon Java bytecodes. Our implementation
relieson a numberof Java-specificfeatures.We alsoad-
dressa numberof Java-specificquirks that would hope-
fully notposea problemin otherlanguagesystems.

4.1. Termination checkinsertion

Java compilersnormally outputJava bytecode.Every
Java sourcefile is translatedto one or more classfiles,
later loadeddynamicallyby the JVM as the classesare
referencedby a running program. JVMs know how to
loadclassfilesdirectly from thediskor indirectly through
“classloaders,” invokedaspartof Java’sdynamiclinking
mechanism.A classloader, amongotherthings,embod-
ies Java’s notion of a namespace.Every classis tagged
with theclassloaderthatinstalledit, suchthataclasswith
unresolvedreferencesis linkedagainstotherclassesfrom
the samesource. A classloaderprovidesan ideal loca-
tion to rewrite Java bytecode,implementingthe soft ter-
minationtransformation.A codeletappearsin Java asa
set of classesloadedby the sameclassloader. System
codeis naturally loadedby a differentclassloaderthan
codelets,allowing us to naturally implementthe codelet
transform(� codelet) separatelyfrom thesystemcodetrans-
form (� system).

Our implementationusesthe CFParse3 and JOIE [6]
packages,which provide interfacesfor parsingand ma-
nipulatingJava classfiles.

Thebasicstructureof our bytecodemodificationis ex-
actlyasdescribedin section3.3.2.A staticbooleanfield is
addedto everyJavaclass,initially setto false.TheCheck-
Terminationoperation,implementedin-line, testsif this
field is true,andif so,callsa handlermethodthatdecides
whetherto throw anexception.As anextensionto these-
manticsof figure 5, we allow threadsand threadgroups
to be terminatedas well as specificcodelets,regardless
of the runningthread.Theterminationhandler, whenin-
voked,comparesits callerandits currentthreadagainsta
list of known terminationtargets.Notethat,if theboolean
field is setto false,the runtimeoverheadis only the cost
of loadingandcheckingthevalue,andthenbranchingfor-
wardto theremainderof themethodbody.

Figure6 shows how thecodeletsoft terminationtrans-
form (� codelet) would beappliedto a Java methodinvoca-
tion.

4.2. Control flow

Java hasa muchricher control flow thanthe little lan-
guageintroducedearlier. First and foremost,Java byte-

3http://www.alphaworks.ibm.com/tech/cfpars e

getstatic terminationsignal Z
ifeq SKIP
invokestatic terminationhandler()V

SKIP: original invoke instruction

Figure 6. Bytecodes inserted into Java for the
soft termination check.

code has a general-purposebranchinstruction. We do
nothingspecialfor forward branches,but we treatback-
wardbranchesasif they weremethodinvocationsandper-
form the appropriatecodetransformation.An additional
specialcasewemusthandleis abranchinstructionwhich
targetsitself.

Java bytecodealso supportsmany constructionsthat
have no equivalent Java sourcecoderepresentation.In
particular, it is possibleto arrangefor thecatch portion
of an exceptionhandlerto be equalto the try portion.
That meansan exceptionhandlercanbe definedto han-
dle its ownexceptions. Sucha constructionallows for in-
finite loopswithout any methodinvocationor backward
branching. While suchcode shouldmost likely be re-
jectedby the Java bytecodeverifier, as it is not allowed
in the JVM specification[22], the bytecodeverifier cur-
rently treatssuchconstructionsasvalid. We specifically
checkfor andrejectprogramswith overlappingtry and
catch blocks.

Lastly, Java bytecodesupportsa notion of subroutines
within aJavamethodusingthejsr andret instructions.
jsr pushesareturnaddresson thestackwhich ret con-
sumesbeforereturning. The Java bytecodeverifier im-
posesa numberof restrictionson how theseinstructions
maybeused.In particular, a returnaddressis anopaque
typewhichmaybeconsumedat mostonce.Theverifier’s
intentis to insurethattheseinstructionsmaybeusedonly
to createsubroutines,not general-purposebranching.As
such,we instrumentjsr instructionsthe sameway we
would instrumenta methodinvocationandwedo nothing
for ret instructions.

4.3.Blocking calls

To addressblockingcalls,wefollow thetransformation
outlined in section3.3.2. Luckily, all blocking method
calls in the Java systemlibraries are native methods
(implementedin C) and can be easily enumeratedand
studiedby examining the sourcecodeof the Java class
libraries.

Java provides a mechanism for interrupting
blocking calls: Thread.interrupt() . This
method causes the blocking method to throw a
java.lang.InterruptedException or
java.io.InterruptedIOException exception.



While the � transformation is defined to poll a
non-blockingversion,we would preferto take advantage
of theinterruptionsupportalreadyinsidetheJVM.

To accomplishthis, we must track which threadsare
currently blocking and the codeletson behalf of whom
they areblocking. The wrapperclassesnow get the cur-
rentthreadandsave it in aglobaltablefor laterreference.
In orderto learnthecodeletonwhosebehalfweareabout
to block,we takeadvantageof thestackinspectionprimi-
tivesbuilt into modernJavasystems[31, 18].

Stackinspectionprovides two primitives that we use:
java.security.AccessController.
doPrivileged() and getContext() .
getContext() returns an array of Protec-
tionDomain s that map one-to-one with codelets.
The ProtectionDomain identities are then saved
alongsidethe current threadbefore the blocking call is
performed.

When we wish to terminatea codelet, we look up
whetherit is currentlywaitingon ablockedcall, andonly
thendowe interruptthethread.

Takingadvantageof anotherpropertyof Java stackin-
spection,we can distinguishbetweenblocking calls be-
ing performedon behalfof systemcodeandthosebeing
performedindirectly by a codelet. Generally, we would
rathernot interrupta blocking call if systemcodeis de-
pendingon its resultandsystemstatecouldbecomecor-
rupted if the call were interrupted. On the other hand,
we have no probleminterruptinga blockingcall if only a
codeletis dependingon its result. Java systemcodeal-
readyusesdoPrivileged() to markregionsof privi-
legedsystemcodeandgetContext() to getdynamic
tracesfor makingaccesscontrol checks. Theseregions
areexactly thesameregionswherepreservingsystemin-
tegrity upon terminationis important; if systemcodeis
using its own securityprivileges,it wantsthe operation
to succeedregardlessof its caller’s privileges. Thus,we
overloadthe semanticsof theseexisting securityprimi-
tives to include whetherblocking calls shouldbe inter-
rupted.

4.4. Invoking termination

Our systemsupportsthreekindsof termination:termi-
nationof individual threads,terminationof threadgroups,
andterminationof codelets.

To terminatea threador threadgroup,wemustmapthe
threadswe wish to terminateto thesetof codeletspoten-
tially runningthosethreadsandsettheterminationsignal
onall classesbelongingto thetargetcodelet.Furthermore,
wemustcheckif any of thesethreadsarecurrentlyblock-
ing and interrupt them, as appropriate(seesection4.3).
At this point, the threadrequestingterminationperforms
aThread.join() on thetargetthread(s),waitinguntil

they completeexecution.Oncethetargetthreadhascom-
pleted,the terminationsignalsareclearedandexecution
returnsto its normalperformance.

If multiple threadsareexecutingconcurrentlyover the
sameset of classesand only one is terminated,the ter-
minationhandlerwill beinvokedfor threadsnot targeted,
only to return shortly thereafter. Thesethreadswill ex-
periencedegradedperformancewhile the target threadis
still running.

In the case where we wish to terminate a specific
codelet,disablingall its classesforever, we simplysetthe
terminationsignalon all classesin thecodeletandimme-
diately return. Any codethat invokesa methodon a dis-
abledclasswill receive an exceptionindicatingthe class
hasbeenterminated.

Oncea codelethasbeensignalledto terminated,if a
codelet’s threadis executingin a systemclassat thetime,
executioncontinuesuntil thethreadreturnsto auserclass.
If thecodeletis currentlymakinga blockingcall, thecall
is interruptedandthethreadresumesexecution.Oncethe
threadhasresumedexecutingin the user’s class,it be-
comessubjectto thesoft terminationsystem.

For all codeletthreadswhich areexecutingwithin the
codelet,if they try to call amethodwithin thecodelet,the
methodfailswith anexception.If they try to makeaback-
ward branch,the soft terminationcodeaddedwill throw
anexception.In all cases,eachthreadof controlunwinds,
preventing the codeletfrom performingany meaningful
work. Finally, if any othercodeletor thesystemmakesa
call into this codelet,it will fail immediately, preventing
the codeletfrom performingany meaningfulwork. As
shown in section3.3.2,thecodeletis guaranteedto termi-
nate.

Note that terminationrequestscanbe handledconcur-
rently. A potential for deadlockoccurswherea thread
could requestits own termination,or where a cycle of
threadsmay requesteachothers’ termination. In pro-
duction,wherea useris manuallyterminatingthreadsor
codelets,this would not bean issue.Theterminationop-
erationitself shouldnotbeprovidedto untrustedcodelets.
Instead,it is protectedusing the samesecuritymecha-
nismsasotherJava privilegedcalls.

4.5.Optimizations

If a Java methodcontainsa largenumberof methodin-
vocations,the transformedmethodmay be significantly
larger than the original, causingperformanceproblems.
We addressthis concernby observingthat we get simi-
lar terminationsemanticsby addingthe soft termination
checkat theentrypointsto methodsratherthanat thecall
sites. So long as a soft terminationcheckoccurseither
beforeor immediatelyafter a methodinvocation,the re-
sultingprogramwill executethesame.



Additionally, we implementedanoptimizationto stati-
cally determineif a methodhasno outgoingmethodcalls
(a leaf method).For leaf methods,a terminationcheckat
thebeginningof themethodis unnecessary. If themethod
hasloops,they will have their own terminationchecks.If
not, themethodis guaranteedto completein a finite time.
Regardless,removing the initial terminationcheckfrom
leaf methodspreservesthe semanticsof soft termination
andshouldoffer a significantperformanceimprovement,
particularlyfor shortmethodssuchas“getter”and“setter”
methods.

A moreaggressiveoptimization,whichwehavenotyet
performed,would bean inter-proceduralanalysisof stat-
ically terminatingmethods. A methodwhich only calls
otherterminatingmethodsandhasno backwardbranches
will alwaysterminate.Likewise,wehavenotattemptedto
distinguishloopsthat canbestaticallydeterminedto ter-
minatein a finite time (i.e., loopsthat canbecompletely
unrolled). Suchanalysescould offer significantperfor-
mancebenefitsto aproductionimplementationof soft ter-
mination.

4.6. Synchronization

A particularlytricky aspectof supportingsoft termina-
tion in a Java systemis supportingJava’ssynchronization
primitives.

The Java languageand virtual machinespecifications
arenot clearon how thesystembehaveswhena deadlock
is encountered[19, 22]. With Sun’sJDK 1.2,theonly way
to recoverfrom adeadlockis to terminatetheJVM. Obvi-
ously, this is anunsatisfactorysolution.Ideally, wewould
liketo seeamodificationto theJVM wherelockingprimi-
tivessuchasthemonitorenter bytecodeareinterrupt-
ible asareotherblockingcallsin Java. We couldthenap-
ply standarddeadlockdetectiontechniquesandchosethe
threadsto interrupt.

Additionally, it is possibleto constructJava classes
wherethethemonitorenter andmonitorexit op-
erationsarenot properlybalanced.Despitethe fact that
thereexist no equivalent Java sourceprograms,current
JVM bytecodeverifiersacceptsuchprograms.As such,
it is possiblefor a maliciousprogramto acquirea series
of locksandterminatewithout thoselocksbeingreleased
until theJVM terminates.

Our currentsystemmakesno attemptto addressthese
issues.

4.7. Thr eadscheduling

Our work fundamentallyassumesthe Java threadsys-
tem is preemptive. This wasnot the casein many early
Java implementations.Without a preemptive scheduler, a
maliciouscodeletcouldenteraninfinite loopandnoother
threadwould have theopportunityto run andrequestthe

terminationof the maliciousthread. This would defeat
soft termination.

4.8.Systemcodeinterruptibility

Our work fundamentallyassumesthatall systemmeth-
odsthatmaybeinvokedby a codeletwill eitherreturnin
a finite time or will reacha blocking native methodcall
which canbeinterrupted.It maybepossibleto construct
an input to systemcodethat will causethe systemcode
itself to have an infinite loop. Addressingthis concern
would requirea lengthyauditof thesystemcodeto guar-
anteethereexist no possibleinputs to systemfunctions
thatmayinfinitely loop.

4.9.Memory consistencymodels

TheJava languagedefinesa relaxedconsistency model
whereupdatesneednot bepropagatedwithout theuseof
locking primitives. In our currentprototype,we useno
synchronizationprimitiveswhenaccessingthis variable.
Sinceexternalupdatesto theterminationsignalcouldpo-
tentiallybeignoredby therunningmethod,this couldde-
featthesoft terminationsystem.

Instead,we take advantageof Java’s volatile mod-
ifier. This modifier is providedto guaranteethatchanges
must be propagatedimmediately [19]. On the bench-
markplatformwe used,theperformanceimpactof using
volatile versusnotusingit is negligible. However, on
otherplatforms,especiallymultiprocessingsystems,this
maynot bethecase.

4.10. Defensivesecurity

Ourprototypeimplementationmakesnoattemptto pro-
tect itself from bytecodedesignedspecifically to attack
the terminationsystem(e.g., settingthe terminationflag
to false, eitherdirectly or throughJava’s reflectioninter-
face). Suchprotectioncould be addedas a verification
stepbeforethebytecoderewriting.

5. Performance

We measuredthe performanceof our soft termination
systemusing Sun MicrosystemsUltra 10 workstations
(440 MHz UltraSparcII CPU’s, 128 MB memory, So-
laris 2.6), andSun’s Java 2, version1.2.1build 4, which
includesa JIT. Our benchmarkswerecompiledwith the
correspondingversionof javac with optimizationturned
on.

We used two classesof benchmarkprograms: mi-
crobenchmarksthat test the impact of soft termination
on variousJava languageconstructs(andalsomeasuring
worst caseperformance),and macrobenchmarkswhich
representa numberof real-world applications.We mea-
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suredthe performanceof thesesystemsin threeconfigu-
rations:theiroriginalunmodifiedstate,theirstateafterbe-
ing rewritten,andtheirstateafterbeingrewrittenwith the
leaf methodoptimizationdiscussedin section4.5. Gen-
erally, whenwe discussresultsin this section,we referto
theoptimizednumbers.

5.1. Micr obenchmarks

We first measureda series of microbenchmarksto
stress-testthe JVM with certain languageconstructs:
looping, methodandfield accesses,exceptionhandling,
synchronization,and I/O. We used a microbenchmark
packagedevelopedatUniversityof California,SanDiego,
and modified at University of Arizona for the Sumatra
Project4. Theresultsareshown in figure7.

4The original web site is http://www- cse.ucsd.edu/
users/wgg/JavaProf/javaprof.html . The sourcewe used
wasdistributedfrom http://www.cs.arizona.edu/sumatra/

As onewould expected,tight loopssufferedthe worst
slow-downs: roughly a factorof two. Whenwe rewrite
theloop, theterminationcheckcostsroughlythesameas
theoriginal loop terminationcheck,soit’s sensibleto see
a factorof two performancedegradation.

For othermicrobenchmarks,wesaw muchsmallerover-
heads.Theoverheadof handlingexceptions,performing
synchronization,or doing I/O operationsdominatesthe
costof checkingfor termination.Thelargestoverheadof
thesewas14% for thesynchronizationmicrobenchmark.
The additionaloverheadcanbe attributed to performing
theterminationcheckoncefor eachiterationof theloop.

For the I/O andexception-handlingmicrobenchmarks,
the performancefiguresaremuch better. SinceI/O and
exceptionhandlingarerelatively costlyoperations,mod-
ifications don’t have as significantan impact on perfor-
mance.

We observe that the leaf methodoptimizationgener-
ally hasa small performancebenefit. The loop method
invocationmicrobenchmarkshows themostdramaticim-
provement;theoptimizedbenchmarkruns30%fasterthan
the unoptimizedbenchmark. In onecase,the exception
handlingbenchmark,the optimizedprogramran roughly
1% slower thantheunoptimizedprogram.Similar behav-
ior occurredin the Linpack macrobenchmark.The op-
timized programsaregenuinelyperformingfewer termi-
nationchecks,but still have a longerrunningtime. The
culprit appearsto beSun’s JIT compiler(sunwjit). When
the benchmarksare run with the JIT disabled,the opti-
mizedprogramsarestrictly fasterthanthenon-optimized
programs. We have observed similar deviant behavior
with Sun’s HotSpot JIT running on Sparc/Solarisand
Linux/x86. Wehavesentanappropriatebugreportto Sun.

5.2.Application benchmarks

We benchmarkedthereal-world applicationsJavaCup5,
Linpack6, Jess7, andJOTP8. Theseprogramswerecho-
sento providesufficiently broadinsight into our system’s
performance.

JavaCup,aparser-generator, waschosento demonstrate
how the rewritten classesperform in handlingtext pro-
cessing. Jess,an expert system,was chosento demon-
stratetheperformanceof therewrittenclassesin handling
symbolicdataandsolving logic problems. Linpack is a
loop-intensive floating-pointbenchmark.JOTP is a one-
timepassword generatorwhichusesacryptographichash
function.Theresultsareshown in figure8.

ftp/benchmarks/Benchmark.java
5http://www.cs.princeton.edu/˜appel/modern/

java/CUP/
6http://netlib2.cs.utk.edu/benchmark/

linpackjava/
7http://herzberg1.ca.sandia.gov/jess/
8http://www.cs.umd.edu/˜harry/jotp/



Micr obenchmarks Application Benchmarks
Microbenchmark Checksper Second ApplicationBenchmark ChecksperSecond

Unoptimized Optimized Unoptimized Optimized
EmptyLoop 4 � 723 D 107 4 � 843 D 107 JavaCup 2 � 771 D 107 2 � 152 D 107

LoopFieldOperation 3 � 887 D 107 3 � 914 D 107 Jess 1 � 013 D 107 1 � 501 D 107

LoopMethodInvocation 3 � 995 D 107 3 � 515 D 107 JOTP 4 � 102 D 107 2 � 905 D 107

Exceptions 3 � 729 D 107 7 � 366 D 107 Linpack 3 � 128 D 107 2 � 598 D 107

Synchronization 5 � 427 D 107 4 � 082 D 107

Input/Output 5 � 978 D 105 9 � 713 D 105

Figure 9. Average number of termination checks performed per one second of increase in runtime for the
micro and application benchmarks.

For the JavaCup test, we generateda parserfor the
Java 1.1 grammar. Therewas a modest6% increasein
executiontime. For the Jesstest, we ran several of the
sampleproblemsincludedwith Jessthroughthe system,
andcalculatedthecumulative runtimes.Therewasa 3%
increasein executiontime. Both JavaCupandJessrepre-
sentapplicationswhichdonotmakeextensiveuseof tight
loops.Instead,theseapplicationsspendmoreof their time
performingI/O and symbolic computations. Their per-
formanceclosely tracksthe performanceof the I/O mi-
crobenchmark.

For the Java OTP generator, we generateda one-time
passwordfrom arandomly-chosenseedandpassword,us-
ing 200,000iterations.Therewasa 18%increasein run-
time. For the Linpack benchmark,therewasa 25% in-
creasein runtime. Linpack is a loop-intensive program,
while JOTP makesextensive useof methodcalls aswell
asloops. As a result,we would expecttheir performance
to more closely track the loop-basedmicrobenchmarks.
Note in particular the benefit JOTP got from the leaf
methodoptimization.

5.3. Termination checkoverhead

To gaugethe actualimpactof our classfile modifica-
tions,wecountedthenumberof timeswecheckedtheter-
minationflag for eachbenchmark.Using this, we calcu-
latedthe numberof terminationchecksbeingperformed
per every secondincreasein runtimeoverhead.The re-
sultsfor all benchmarksarelistedin figure9.

For thethreeloopingmicrobenchmarks,We foundthat
roughly40� 000� 000checksareperformedfor every sec-
ond of runtime overhead. This evaluatesto around10
CPU cyclesfor eachcheckperformed.Likewise, for the
exceptionand synchronizationmicrobenchmarks,while
the costof performingtheseoriginal operationsfar out-
weighsthecostof theterminationchecks,still we seethe
samenumberof, andsometimesmore,terminationchecks

persecondof overhead.
For the input/outputmicrobenchmark,however, only

around 970� 000 termination checksare performedper
secondof overhead.Thiscanbeattributedto theotherop-
erationsbeingperformedby the input/outputbenchmark.
In particular, it needsto contendwith theadditionalover-
headof theblockingcall managementcode.It is alsoim-
portantto keepin mind thatthecostof performingI/O far
outweighsthecostof terminationchecks.

Theapplicationbenchmarksreflecttheresultsof themi-
crobenchmarks.All of theseresultsfell within the same
range,between15� 000� 000 and 29� 000� 000 checksper
secondof overhead.Sincenoneof the benchmarksper-
form any significantamountof I/O, thesefiguresare in
line with themicrobenchmarksresults.

Theseperformancefigures seemto indicate that for
real-world applications,the showdown will be roughly
proportionalto how muchthe application’s performance
is dependentontight loops.Applicationswhichhavetight
loopsmayexperienceat worst a factorof two slowdown
andmorecommonly15 E 25%.Applicationswithouttight
loopscanexpectmoremodestslowdowns,mostlikely be-
low 7%. The numberof terminationchecksthe system
canperformpersecondseemsnot to bea limiting factor
in systemperformance.

6. Soft termination in practice

In orderto demonstrateoursoft terminationsystem,we
integratedit into theJigsaw webserver. Jigsaw is a free,
openJava-basedwebserverwhichsupportsservlets9. We
integratedour bytecode-rewriting systeminto the servlet
loaderfor Jigsaw. Thus,every servletthat is loadedinto
Jigsaw is first rewritten to supportsoft termination.

We also wrote an administrative screensimilar to the
top utility in UNIX. It providesalist of all activeservlets

9http://www.w3.org/Jigsaw/



on the system. It also gives an option to terminatea
servlet.Selectingthisoptionactivatestheterminatesignal
in the specifiedservlet. We observedthat servletswould
takeat mosttensecondsto terminate.

A numberof attacksagainstJava focusingon resource
exhaustionhave beenproposed[24]. Severalof thesefo-
cuson flaws in Java’s accesscontrol framework. For ex-
ample,the standardrecipefor designingsuchattackin-
cludessettinga threadspriority to tt MAX PRIORITY to
help ensurethe programdoesits job. Java specifiesan
accesscontrolprivilegefor changingthreadpriority. The
moreseriousBusinessAssassinappletrelied on Java al-
lowing unprivilegedthreadsto stopone-another. Our soft
terminationsystemdoesnot try to stoptheseattacks.

A number of other resourceexhaustion attacks do
not take advantageof flaws in Java’s security system.
These include creating threads which loop infinitely,
overriding the Applet.stop() method,or catchinga
ThreadDeath exceptionandrecreatingthe thread.As
mentionedin section4.4, soft terminationsuccessfully
stopssuchapplets.

7. Conclusion

While Java andothergeneral-purposelanguage-based
systemsfor codeletshave goodsupportfor memorypro-
tection,authorization,andaccesscontrols,thereis little
supportfor termination. Without termination,a system
canbe vulnerableto denial-of-serviceattacksor even to
bugswherea faulty codelethasaninfinite loop.

We have introduceda conceptwe call soft termination,
alongwith aformaldesignandanimplementationfor Java
thatallows for asynchronousandsafeterminationof mis-
behaving or maliciouscodelets.Soft terminationcanbe
implementedwithout makingany changesto the under-
lying languageor runtimesystem.Our Java implementa-
tion reliessolelyon class-filebytecoderewriting, making
it portableacrossJava systemsandeasierto considerap-
plying to non-Java systems. In real-world benchmarks,
our systemshows slow-downs of 3 E 25%. This could
possiblybe further reducedif we could leveragea safe
pointmechanismalreadyimplementedwithin theJVM.

A largerresearcharearemains:building languagerun-
times that support the generalprocess-managementse-
manticsof operatingsystems.Becauselanguageruntimes
allow and take advantageof threadsand memoryrefer-
encesthat easilycrossprotectionboundaries,traditional
operatingsystemprocessesmaynot betheappropriatein
this new setting.Opportunitiesexist to designnew mech-
anismsto addthesesemanticsto programminglanguage
runtimes.
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